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Best Practices for Users to remain safe:        

                                                                                  

 Keep Login Credential Secure: Avoid writing down information used to access the digital wallets in plain view or 

storing them in an unprotected file to avoid their misuse. 

 

 Create a Unique Password for Digital Wallet: Use hard-to-guess password unique to the digital wallet to prevent 

against the risk of unauthorized access. 

 

 Enable Passwords On Devices: Strong passwords should be enabled on the user’s phones, tablets, and other 

devices before e-wallets can be used.  

 

 Use Secure Network Connections: It's important to be connected only to the trusted networks. Avoid the use of 

public Wi-Fi networks.  

 

 Install Apps From Trusted Sources:  The user must check for the e-wallet provider to be showing strong legacy of 

securely, reliably and conveniently handling sensitive financial data and providing customer support (in the 

event of card loss or account fraud). 

 

 Check Your Online Accounts Regularly: Get monthly statements for your financial accounts and check each 

and every entry carefully to ensure no fraudulent transactions have been made without your knowledge.  
 

 Register your mobile number for Alerts through SMS and emails:  Register your mobile number for SMS and Email 

alerts from bank to get alert for every transaction. 

Beware of the Fraudsters 
 

DDoo  nnoott  sshhaarree  ccoonnffiiddeennttiiaall  iinnffoorrmmaattiioonn  lliikkee  IInntteerrnneett  bbaannkkiinngg  llooggiinn  IIDD  //PPaasssswwoorrdd  //OOTTPP  //PPIINN  //AATTMM--

DDeebbiitt  //CCrreeddiitt  CCaarrdd  NNuummbbeerr  //  CCVVVV//  EExxppiirryy  DDaattee  ttoo  aannyyoonnee..    IIff  yyoouu  rreecceeiivvee  aa  mmaaiill  oorr  pphhoonnee  ccaallll  

aasskkiinngg  ffoorr  tthhee  ssaammee,,  bbee  aalleerrtt,,  aass  iitt  iiss  lliikkeellyy  ttoo  bbee  ffrroomm  aa  ffrraauuddsstteerr..  BBaannkk  oorr  iittss  eemmppllooyyeeeess  wwiillll  nneevveerr  

aasskk  ffoorr  ssuucchh  ccoonnffiiddeennttiiaall  iinnffoorrmmaattiioonn  tthhrroouugghh  ee--mmaaiill  oorr  oovveerr  pphhoonnee..  

  

GGOOOODD  PPEEOOPPLLEE  TTOO  GGRROOWW  WWIITTHH  

  

WWiitthh  wwaarrmm  rreeggaarrddss,,  

CChhiieeff  IInnffoorrmmaattiioonn  SSeeccuurriittyy  OOffffiicceerr  

IInnddiiaann  OOvveerrsseeaass  BBaannkk,,  CCeennttrraall  OOffffiiccee,,  CChheennnnaaii  

  


