
 

इण्डियन ओवरसीज़ बैंक  INDIAN OVERSEAS BANK 

VISHING – BEWARE OF FRAUDULENT PHONE CALLS 

Dear Customer,,            

                                                                                                GGrreeeettiinnggss  ffrroomm  IIOOBB  !!  

  

Vishing (also known as Voice phishing) is a form of phishing attack in which the attacker (Visher) calls a 

bank customer (Victim), claims to represent the bank and lures the victim to provide personal banking 

details like Customer ID, password, Credit Card Number, ATM PIN, OTP, CVV or other sensitive information 

by creating a sense of urgency in the victim’s mind. 

  

  

  

  

  

  

  

                
  

  

SStteeppss  ttoo  bbee  ttaakkeenn  iiff  ssuussppeecctteedd  vviisshhiinngg  aattttaacckk::  

  
1. Immediately change the password, ATM PIN, Mobile Banking PIN, secret questions/answers that 

you have shared over the fraudulent call.  

2. Verify if any unauthorized transaction has been carried out recently.  

3. If yes, then immediately contact your branch/bank and report . 

4. Recall and record the call details like the phone number, information shared with the Visher etc. It 

will help bank or the police in further investigation.  

5. It is advisable to contact your local/cyber police and lodge a complaint. 

DDoo  nnoott  sshhaarree  ccoonnffiiddeennttiiaall  iinnffoorrmmaattiioonn  lliikkee  IInntteerrnneett  bbaannkkiinngg  llooggiinn  IIDD  //PPaasssswwoorrdd  //OOTTPP  //PPIINN  //AATTMM--

DDeebbiitt  //CCrreeddiitt  CCaarrdd  NNuummbbeerr  //  CCVVVV//  EExxppiirryy  DDaattee  ttoo  aannyyoonnee..    IIff  yyoouu  rreecceeiivvee  aa  mmaaiill  oorr  pphhoonnee  ccaallll  

aasskkiinngg  ffoorr  tthhee  ssaammee,,  bbee  aalleerrtt,,  aass  iitt  iiss  lliikkeellyy  ttoo  bbee  ffrroomm  aa  ffrraauuddsstteerr..  

  

BBaannkk  oorr  iittss  eemmppllooyyeeeess  wwiillll  nneevveerr  aasskk  ffoorr  ssuucchh  ccoonnffiiddeennttiiaall  iinnffoorrmmaattiioonn  tthhrroouugghh  ee--mmaaiill  oorr  oovveerr  

pphhoonnee..  

                                                                    

GGOOOODD  PPEEOOPPLLEE  TTOO  GGRROOWW  WWIITTHH  
WWiitthh  wwaarrmm  rreeggaarrddss,,  

CChhiieeff  IInnffoorrmmaattiioonn  SSeeccuurriittyy  OOffffiicceerr  

IInnddiiaann  OOvveerrsseeaass  BBaannkk,,  CCeennttrraall  OOffffiiccee,,  CChheennnnaaii  

  

 ATM Card No. 

 PIN 

 Internet Banking 

Password 

 Mobile Banking 

PIN 

Calling from ….. 

Give your ……. 

…..Bank details 


